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Social Engineering Protection Strategies and Their Relationship with
reducing family security threats among a sample of housewives
Abstract

The research aimed to study the awareness of protection strategies against
social engineering and their relationship to reducing family security threats
among a sample of housewives. The study tools (general family data form,
social engineering protection strategies questionnaire, family security threats
questionnaire) were applied through personal interviews on a purposive random
sample consisting of (312) housewives in Sharqia Governorate. The descriptive
analytical method was followed, and by analyzing and processing the data
statistically using the (SPSS) program, the research reached a set of results, the
most important of which were:

There is a statistically significant negative correlation at 0.001 and 0.005
between the level of awareness of household heads regarding social engineering
protection strategies and family security threats. There are statistically
significant differences in the average awareness scores of household heads
regarding social engineering protection strategies (in their dimensions) based on
the place of residence in favor of urban residents, the employment status of the
household head in favor of working heads, exposure to social engineering
attacks in favor of those not exposed to attacks, the age of the household head in
favor of those under 30 years old, and the education level of the household head
in favor of higher education. The total monthly household income variable and
the strategy of awareness of digital protection practices were the most influential
in explaining the variation in the level of family security threats among
household heads.

The study recommended activating the proposed strategy titled "A
Strategy Based on Protection from Social Engineering Attacks as an Approach
to Mitigate Family Security Threats in the Era of Digitization" by the concerned
entities (National Council for Women, Family Counseling Centers, Supreme
Council for Media, Ministry of Communications and Information Technology,
Ministry of Interior, Ministry of Higher Education and Scientific Research) by
converting the strategy's content into brochures or paper or digital booklets,
which are distributed in all their affiliated entities in accessible ways, with the
aim of raising awareness of digital protection strategies to mitigate family
security threats.

Guiding Words: Protection Strategies - Social Engineering - Threats -
Family Security — housewives.
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